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Abstract: As LED lighting becomes increasingly ubiquitous, Visible Light Communication is attracting the
interest of academia and industry as a complement to RF as the physical layer for the Internet of Things. Aside
from its much greater spectral availability compared to RF, visible light has several attractive properties that may
promote its uptake: its lack of health risks, its opportunities for spatial reuse, its relative immunity to multipath
fading, its lack of electromagnetic interference, and its inherently secure nature: differently from RF, light does
not penetrate through walls. In this paper, we outline the security implications of Visible Light Communication,
review the existing contributions to this under-explored space, and survey the research opportunities that we

envision for the near future. Copyright © 2015 IFSA Publishing, S. L.
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1. Introduction

With Visible Light Communication (VLC), visible
light is employed as the transmission medium and
Light Emitting Diodes (LEDs) can offer high-capacity
wireless data transmission capabilities on top of the
basic role as lighting devices [1]. LEDs are replacing
incandescent light bulbs because of their much higher
energy efficiency, superior rdiability, and ever
dropping price points. As LEDs become increasingly
ubiquitous, VLC continues to evolve from its former
role as a subfield of Optical Wireless Communication
to acandidate physical layer for the Internet of Things
(1oT) that attracts the attention of both academia and
industry. Nowadays, VLC is primarily viewed as a
complement to RF in the face of thelooming spectrum
crunch: as the radio spectrum becomes increasingly
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crowded, the superior spectral availability in the
visible light range becomes increasingly attractive for
the loT with its billion devices that need to be
networked.

The bulk of the recent work on VLC has targeted
the high end segments of the design space, pursuing
the goa of high throughput by means of advanced
modulation schemes. Until recently, Gbps range data
rates had only been demonstrated with laser diodes
[2]; as recently as 2014, a 3 Gb/s link has been
demonstrated with a Gallium Nitride LED [3].
Increasing the throughput for visible light is also
possible by Multiple-1nput-Multiple-Output
transceivers as discussed by Azhar, et al. [4] and
O'Brien, et al. [5] whereas Komiyana, et al. [6]
increase the throughput by using RGB-LEDs with
multiple colors such as blue, green and red. Other
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authors have explored low-end communication links
between resource-constrained devices, using simple
LEDs for transmission and LEDs or photodiodes for
reception [7-8]. Furthermore, smartphone-based VLC
between a screen and a camera has also been explored
inrecent years[9-11]. At the application layer we have
a number of interesting approaches making use of
visible light ranging from indoor localization [12-13]
to underwater networking with light [14]. Localisation
is a key enabler of the IoT as many |oT applications
require accurate localization information.

Visible light has severa key properties that we
review in Section Il; while its spectral availability is
certainly the main reason behind the growing interest
in VLC, the inherent security that stems from the
spatial confinement of light beams is arguably the
most captivating difference with respect to RF and,
quite possibly, the most underrated. In fact, at thetime
of writing, there are only a few studies that address
security in visible light communication. Mostafa and
Lutz address secure VLC link at the physical layer
[15] by investigating the achievable secrecy rates for
of the Gaussian wiretap channel. Zhang, et al. [16]
propose a secure system for barcode-based VLC, i.e.,
for secure transmission between a screen and a
camera. For supporting a secure data exchange, the
system requires afully duplex VLC channel.

In this paper, we outline the security implications
of visible light and we survey the opportunities for
VL C security research that arisein the 10T realm. The
remainder of the paper is organized as follows. In
Section 2, we present the physical layer properties of
visiblelight. Section 3 discusses how to secure visible
light communication whereas the following Section 4
takes up security implications of visible light
communication. Finally, Section 5 concludes
the paper.

2. Physical Layer Properties of
Visible Light

VLC was aready a key communication tool long
before the digital revolution of the past century.
Alexander Graham Bell’s photophone, patented in
1880, predated Guglielmo Marconi’s wireless radio
by over 15 years before carried human speech by way
of mechanically modulated sunlight. Today's
fiberoptic communications networks are based on
pulsed light transmitted via glass fibers. IBM Zurich
built an optical wireless system as early as the early
1980s, but the technology failed to take off owing to
the lack of demand (the Internet was till in its
infancy). When wireless communication took off in
the 1990s, RF was the wireless medium of choice.

Now that the tightly regulated RF spectrum is
getting increasingly crowded, VLC is gaining appeal
as a much needed dternative to RF for Internet
connectivity. VLC's attractiveness is largely due to
the availability of approximately 670 THz of free
unlicensed spectrum, which means that very high data
rates may be achieved with VLC and, even more
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importantly, that VLC offers a viable solution to
alleviate the spectrum crunch. At the same time, the
rise of VLC isalso being fueled by the massive uptake
of Light Emitting Diodes (LEDs), which arereplacing
incandescent illumination solutions due to their
comparatively high energy efficiency and ever
decreasing price points.

The key features of VLC that are advantageous
compared to RF and that make VLC an attractive
infrastructure for the l0oT are;

e Spectral availability (10,000 times larger than
RF swith an area spectral efficiency (bits/s/m?) that is
1,000 greater [17]);

* Free unlicensed spectrum;

 Inherent security due to spatial confinement of
light beams (light does not penetrate through walls);

e Spatia reuse opportunities, aso due to
spatial confinement;

e Immunity to multipath fading;

* Duetothelimited Field of View of LEDs, VLC
is inherently more directional than RF, and today’s
commodity hardware may be largely regarded as
directional;

e The properties above aso enable accurate
localization [12-13] and gesture recognition based on
visible light [43];

* Non-line-of-sight communication is possible
thanks to diffused reflection, provided that the
receiver has sufficient sensitivity to detect it;

» Lack of electromagnetic interference;

» Lack of health risks[18].

Most of the academic research on VLC has
targeted the high-end portion of the design space,
focusing on the achievement of high data rates.
Resource-hungry high-end VLC systems have been
investigated extensively in arelatively large body of
work that has focused on Physica Layer
advancements[19-21]. Energy efficiency has not been
treated as afirst-order problem because the ideais to
piggyback on solid state lighting systems so that the
communication footprint isnegligible compared to the
overall lighting footprint. At the time of writing, the
provision of Internet connectivity is the most widely
cited application of VLC. Dubbed LiFi, VLC-based
Internet connectivity is particularly suitable to any
application that requires lots of downlink bandwidth
and minima upstream capacity, such as those
video/audio download/streaming applications that are
taking a massive toll on cellular capacity. The typical
architecture is based on Power Line Communication
systems to deliver data to light fixtures for VLC
forwarding to end devices. This is a particularly
advantageous way to offer Internet connectivity in
locales where RF is off limits, such as airplanes,
operating theaters in hospitals, and hazardous factory
environments.

In recent years, the huge potential of optical
wireless communication for in-house networking has
been practicaly demonstrated in the EU-funded
project OMEGA, achieving rates in the order of Gbps
with laser diodes [2]. Data rates of the order of
hundreds of Mbps can be achieved with white LEDs
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by way of resourcerich hardware with strong
computational capabilities [22]. Due to the rising
popularity of VLC, the |IEEE has recently published a
VLC standard for local areanetworks (IEEE 802.15.7)
that defines the Physical and Medium Access layers
for short range wireless optical communication using
visible light [23] in point-to-point communication
scenarios, which have been the primary target of al
research efforts in this space thus far and that also
present the first step towards VL C as an infrastructure
for theloT.

3. Securing Visible Light Communication

In real-world Internet of Things deployments,
wireless communication is usualy protected against
unauthorized access to the wireless medium,
modification of messages, eavesdropping, and replay
attacks. Authentication security services confirm the
identity of an entity and grant access to the wireless
medium. Confidentiality services ensure that only the
participating devices understand the contents of
messages. | ntegrity services ensure that the datais not
modified while in transit. Last but not least, freshness
security services validate that the received data is not
a reply of previoudy received message but that it
belongsto the current secure session. There exist three
well-known security mechanisms that can be used to
protect VLC: proximity-based protection,
steganographic  protection, and cryptographic
protection. These solutions provide security in
fundamentally different ways; the choice of any of
these solutions for a real-world deployment depends
on the application’ s security requirements.

3.1. Proximity-based Protection

Proximity-based protection relies on the
directionality properties of visible light and the
inherent confinement of light beams within enclosed
spaces; these properties may be exploited to restrict
the communication coverage to a specific area. Fine-
grained control of light characteristics can limit the
flow of communication in arestricted proximity. Such
a security solution is acceptable in physically
protected environments that offer snoop-free line-of-
sight communi cation. Examples of such environments
are enclosed spaces such as rooms and vehicles. Cui,
et al. [24] discuss some of the key issues in line-of-
sight VLC system design.

Ensuring a snoop-free confinement of light signal
to aparticular sourceisan open research challengeand
having such guarantees offers novel applications and
opportunities such as VL C-based access control.

3.2. Steganogr aphic Protection

Steganography aims to protect the communication
by hiding a message within another message. A
possible steganographic protection is hiding secret

communication in existing illumination. Unlike
cryptographic protection, stenographically protected
messages do not seek attention, e.g., from the NSA,
and easily pass casual scrutiny. In a typica
steganographic protection scheme, the
communicating end points share a secret that
describes how data is conceadled. Steganography
mainly  addresses  confidentiality, but not
authentication and integrity. Nevertheless, it is hard
for an attacker (without knowing the shared secret) to
breach integrity unless the attacker modifiesthe entire
message and hereby aso modifies the hidden
message. However, if the confidentiality is
compromised, the integrity is also compromised since
an attacker can identify and alter the hidden message.
This is not the case in cryptography. Providing
steganographic protection by hiding secret light
signals in existing VLC is worth investigating
especially for devicesthat have limited processing and
memory resources and cannot afford to run complex
and expansive cryptographic operations.

3.3. Cryptographic Protection and Key
Generation

Unlike steganography, cryptography offers most
security services  including confidentiality
(encryption/decryption), integrity (with hashing and
message integrity codes), and authentication (identity
validation). In the case of VLC, cryptographic
protection can be applied at different layers. The |[EEE
802.15.7 standard for VLC adready provides
confidentiality and integrity security services at the
MAC layer. The security is optional and no key
management is specified in 802.15.7; however,
standardization efforts are being carried out in the new
IEEE 802.15.9 WG to provide key management for
802.15.4 and 802.15.7. Schmid, et al. [7] provide
MAC and physical layers for LED-to-LED VLC
networks but propose the implementation of security
at the upper layers.

Modern cryptographic protection mainly relies on
secret keys and all other operations are known, i.e.,
security through obscurity is avoided. Key
management, however, is one of the hardest problems
in cryptography. Solutions have been proposed that
exploit the properties of wireless channelsto generate
keys to secure wireless links [25-26]. For instance, it
ispossibleto exploit channel reciprocity, whereby two
closely located receivers experience the same signa
envelope in the absence of interference [27]. Since
practical channels are never immuneto interference, a
technique is presented in [25] that does not require
identical signal envelopes for the communicating
terminals, but only matching deep fades, which are
immune to reasonable levels of interference.

Because the light carrier wavelength is much
smaller than the area of the photodetector, VLC is
immune to fast fading and is only subject to slow
fading in the form of path loss and log-normal
shadowing [1]. Because of VLC's relative immunity
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to multi-path fading compared to RF, the effectiveness
of schemes based on channel reciprocity for VLC
must be thoroughly investigated. In the case of
systems using both VLC and RF, it is possible to use
the radio for key generation, and then use the
generated keysfor VLC.

3.4. Chaffing and Winnowing

In addition to the three methods explained above
for VLC protection, aless known security mechanism
called chaffing and winnowing [28] can also be used.
It offersconfidentiality and authentication services but
without requiring any encryption/decryption. It uses
shared key and Message Authentication Codes
(MACs) to provide authentication and uses the same
MACs to offer confidentiality. For confidentiality, it
breaks the message into smaller packets and assigns a
serial number to each packet. The sender sends the
valid packets aswell as chaffs (fake packets) that have
avalid serial number and message format but a bogus
MAC. The receiver records all the packets that have
valid MACsand immediately discardsthe packetsthat
have invalid MACs; this processis called winnowing.
The receiver can assemble the valid packets and
recover the secret message. While this technique is
underused nowadays, it may be worth to investigate
the use of chaffing and winnowing in VLC.
Steganography and chaffing and winnowing are
alternative candidates in situations where export
control or other circumstances hinder the use

of cryptography.

4. VLC Security: Attacks
and Opportunities

In this section we highlight opportunities and
attacks in the context of VLC security. Opportunities
arise through the use of VLC as out-of-band or side-
channel, and the physical properties of light. Attacks
known from radio communication get a different
flavor in VLC, mainly because of the restricted Field
of View of LEDs. Thisincludesjamming, adenial-of-
service attack that is a particular threat to mission-
critical 10T systemsthat must deliver datatimely.

4.1. Authentic Channels

An interesting concept in visible light
communication are visual channels enabled by the
transmission between a screen and a camera. These
allow usersto recognize and verify the captured scene.
Visual channels can be used as a secure out-of-band
channel for intuitive pairing of devices using two-
dimensional barcodes, displayed by (or affixed to) at
least one of the devices. The barcode represents

L ak.a. multi-factor authentication
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security-relevant information that can be read visually
by a camera-equipped device and is used to set up an
authenticated channel.

Visual channel are considered resilient against
active attacks such as man-in-the-middle attacks, and
have the property that active attacks are easily
detected by the user. The idea of encoding
cryptographic information into barcodes was first
proposed by Hanna [29] as well as Gehrmann, et al.
[30]. Thiswork has be generalized into the concept of
visual channels by McCune in his work ‘Seeing-is-
believing’ [31]. Saxena, et al. [32] extends the Seeing-
is-believing system to achieve mutual authentication
using just a unidirectional visual channel, and using
visual channel authentication even on devices with
limited displaying capabilities (e.g., LEDs). The
ability to provide an authentic channel is unique to
VLC and isnot available in radio communication.

4.2. Out-of Band Channels

Out-of-band channels are an important tool to
establish security in general, and have been used in
particular for authentication purpose [33]. For
example, receiving the same (or complementary)
information through independent channels imply
higher probabilities for message authentication. The
potential ubiquity of VLC makesit an idea candidate
to complement a radio communication channel for
security purposes, for instance to distribute public
keys or afingerprint thereof to check the authenticity
of key materiad received over the primary
communication channel. *

4.3. Multiple VLC Channels

VL C scenarios often include several light sources,
potentially offering multiple (out-of-band) channels.
If operated interference-free and possibly directed,
VLC could create zones in which subsets of the
sources can be received. From a security perspective,
such zones could be combined with network coding
[34] or threshold secret sharing schemes[35] where T
out of N linear combinations of data are needed to re-
construct it. This can be used to either increase the
probabilities for message authentication (see Section
IV-B), to make data only accessible in certain spatial
Zones, or to require the user to move around in aroom
to collect the necessary information to re-construct
the data.

Visible light has the property that the effective
intensity of light isadditivethat is, light from different
sources will add upp at the receiver. The received
signal will therefore be unique for the location.
Besides of being used for localization, this property
has been leveraged for distance bounding [36] or key
generation [37] in radio communication. Although
multi-path fading and dispersion are expected to be
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much smaller in VLC, direct on-off modulations will
result in distinct timing patterns that can be used for
this purpose.

4.4, Denial-of-Service

Denial-of-service attacks based on jamming are
relatively straightforward to perform on many
wireless networks [38]. In particular, low-power
radios are notoriously easy to jam even without
sophisticated hardware support [39]. There exist
approaches to guard low-power radio networks from
malicious traffic. In [40], for instance, a central unit
detects and corrupts malicious packets so they are not
accepted by the unit under attack. Note that this
approach, however, can only detect jamming without
preventing it [41]. Another option isto detect and map
jammed areas to reroute the traffic around these areas
[42], but thisis only applicable for larger networks.

As discussed in Section Il today’s VLC can be
regarded asdirectional which makesit easier to defend
against the equivalent of jamming attacks on low-
power radios. Fig. 1 presents a scenario where an
attacker triesto disturb the sink node from receiving a
packet. Note that in this scenario we assume that the
attacker uses a directional light source. Furthermore,
we assume the attacker knows the position of the node
against which it launches the attack, and is therefore
ableto aimthelight beam accurately. Jamming attacks
onlow-power radios do not need such information and
are hence easier to launch. Once the attack is detected,
the node under attack could physically shield itself
from the attack and a multi-hop visible light network?
could reroute to deliver information via other nodesto
the intended sink as shown in Fig. 1. In networks
where transmissions are less directional asis the case
for most RF communication that often use
omnidirectional antennas, shielding in a similar
manner would be much more difficult.

rerouted light @ .
3/.,sh1eld

o e

Fig. 1. Visible light DoS defense via shielding
and rerouting.

Do light

2 We expect to see such networks multi-hop VLC networks in the
future which reguires, however, aredesign of the protocol stack.

While in the discussion above we make use of
transmitter’s directionality to defend against denial-
of-service, the same properties also cause problems.
For example, as mentioned above, jamming attacks on
low-power radio networks can be detected [41]. Due
to the multi-path effects and the inherent broadcast
nature of radio traffic, a jamming attack on one or
several hosts can easily be detected by other nodesthat
would also experience a higher energy level in the
radio channel. These nodes can then take actions such
as re-routing of traffic. With today’s directional VLC
channels, however, it might not be as straightforward
to understand that one or several nodes are exposed to
a jamming attack. For example, even light sensors
close to the host under attack might not recognize an
ongoing attack even though a human present in the
same room might be able observe such an attack.

5. Conclusions

Thanks to the massive uptake of LEDs for
illumination as well as the fear of the RF spectrum
crunch, VLC has recently emerged as a hot research
area and complement to RF as infrastructure for the
loT. Nevertheless, VLC security has only been
investigated in a few studies. In this paper, after
reviewing the key properties that make VLC
fundamentally different from RF, we have surveyed
various solutions from the wired/RF security literature
that may be employed successfully to secure VLC.
Moreover, we have delved into a survey of
opportunities for security research that arise from the
uptake of VLC, and we have reasoned about how
attacks against VL C may fare. We hope that this paper
will serve to stimulate future investigations in VLC
security research, which remains an under-explored
space whose strategic importance is bound to grow as
VLC research and development efforts continue to
gain momentum in the 10T realm.
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